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Abstract

Coping with threats such as terrorism, crime, natural haz-
ards or industrial accidents requires early detection and
correct assessment of critical situations, followed by ap-
propriate actions to avoid potential damage to person or
property. We here focus on threat prevention in closed
properties of traffic infrastructures (railway stations, har-
bours, airports) or logistics centres. To early detect and
prevent damage, the property is continuously monitored by
sensors and security staff. We propose to model the threat
situation of the property as a continuous-time Markov deci-
sion process (CMDP). The CMDP-model is used as core of
a decision support system (DSS), which assists the security
staff in two aspects: it facilitates to identify the threat sit-
uation of the property and suggests the cost-optimal action
by which the property will be kept in or returned into a safe
state. The concept is also shown in a numerical example.

1 Introduction

As politically or criminally motivated acts of violence have
increased in the last years, there is increasing demand for
technical support in order to early detect arising threats.
The scenario in the REX (Risk-controlled area EXplo-
ration) project is threat prevention for a closed property
which is continuously monitored.

A common method to perform this surveillance task is to
use sensor-collected data to continuously keep track of the
whole property. Sensor technology is well developed and
easily available, however, in addition intelligent methods
to control the sensor data are needed. This is necessary, as
an overall surveillance generates high data volumes, which
eventually have to be exploited by a human decision maker.
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However, the security staff are not able to evaluate all sen-
sor signals such as cameras, microphones, fire detectors,
light barriers, etc. permanently and simultaneously. There-
fore, it is necessary to focus on the evaluation of sensor sig-
nals which are relevant to clarify the current situation. An
intelligent surveillance system should draw the attention of
the security staff to the most threatened locations inside of
the property. Thus, the decision maker is relieved from
keeping track of unthreatened locations, which allows to
focus completely on efficient actions to deal with the main
threat.

Besides sensor selection, it is also necessary to decide
on appropriate actions. As security staff perform their task
under mental and time pressure, there is general agreement
on the usefulness of supporting the decision making pro-
cess by a software system. Simple decision support sys-
tems offer predefined recommended actions on predefined
situations, allowing an operator to react quickly and ap-
propriately, once a critical situation has been correctly as-
sessed. To provide an optimal coordination between sen-
sor evaluation for situation assessment and the correspond-
ing actions, the here presented approach unifies those two
different decision processes into a single concept for deci-
sion support. The cost-optimal action is determined using
a probabilistic model on threat events, sensors, actions and
corresponding costs, which represents the potential threat
situation of the monitored property. The algorithm, based
upon a continuous-time Markov decision process (CMDP),
is cast into a decision support system (DSS), being devel-
oped to facilitate efficient risk assessment in large closed
properties. Once the model of the property is defined, the
system continuously visualizes the current threat situation
as a risk map and gives recommendations on the cost-op-
timal action, either the employment of sensors or the initi-
ation of countermeasures, for each subarea of the property
in order to return and keep it in a safe state.

To present the surveillance task at a glance, Figure 1
shows its components. On the right hand side the property
is sketched together with the surveillance means, on the
left hand side the decision maker, and in between the inter-
face consisting of tools which help the decision maker to
monitor and act on the current situation: surveillance mon-
itor, decision support system and phone. The surveillance
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Figure 1: Components of the surveillance task.

circle works as follows: alarms are set off either automat-
ically by sensors (1a) or by the security staff (1b: report
from security guards on-scene or detection of the control-
room security staff, who for example detect a suspicious
object on a camera picture). Then the DSS processes these
data to determine the status quo of the property’s threat sit-
uation. The DSS displays this information as a risk map of
the property, where the property is divided in meaningful
subareas. Furthermore, the DSS identifies the correspond-
ing cost-optimal action for all subareas on the basis of the
pre-calculated optimal decisions (optimal policy). Thus,
the core of the DSS is the CMDP-algorithm. As mentioned
before, to calculate the optimal policy for a particular prop-
erty, the CMDP has to model the property’s threat situation
threat situation. Therefore, the components of the CMDP
need several input parameters. These define on the one
hand the structural characteristics of the property including
available surveillance means, on the other hand the threat
potential which could occur inside of the property; addi-
tionally, the corresponding costs of both have to be con-
sidered. The DSS displays the cost-optimal action together
with the risk map to the coordinating security staff in the
control-room (2). Finally, the security staff give the order
to perform the appropriate actions (3).

In the following sections, the core of the DSS, the
CMDP-model of a threat situation for a closed property.

In section 2, the model is developed generically, whereas
section 3 applies the model assumptions to a numerical ex-
ample. Section 4 summarizes our results in a brief conclu-
sion and sketches future work.

2 Mathematical Model

In the first subsection, we describe a mathematical model,
designed to deal with the tasks described in the introduc-
tion. In the following, some variants on the generic model
are introduced, which refine the model for more realistic
applications. Finally, some further comments on the model
are made.

2.1 Model Description

The model we describe here is rather general, such that it
can be applied to various surveillance tasks. The property
needs to fulfill some requirements. It has to be divisible in
certain sectors. Each sector has to be equipped with sen-
sors which record the situation of the sector, such that the
decision maker has access to the information of the past.
Our model is based upon sets of threat events, from which
we get the parameters for the CMDP.

As already mentioned, the mathematical model for our
problem is a CMDP as it is described for example in
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[Ber01] or [Put05]. Formally, a CMDP is a tuple of the
form (S , A,D, λ, p,K,R, α), where the components are the
following: S is a finite state space and A is a finite action
space. D B {(s, a) ∈ S × A : a ∈ D(s)} is the restriction
set, in which D(s) , ∅ is the set of all admissible actions in
state s ∈ S . So, (s, a) ∈ D means that action a is admissi-
ble in state s. The components p and λ give the stochastic
dynamics as follows. Suppose, the decision maker chooses
in state s action a ∈ D(s). With this choice, the system re-
mains an exponentially distributed random time in state s
and then jumps to a state s′ with transition probability pa

ss′ .
λ(s, a) is the parameter for the exponentially distributed so-
journ time. The remaining components are used to deter-
mine the costs. K(s, a) are the set-up costs, which have to
be paid right after action a ∈ D(s) is chosen. R(s, a) is the
cost rate, which has to be paid as long as the system re-
mains in s and action a is carried out. α > 0 is a discount
factor.

We now present a parameterization of the CMDP, which
has an adequate interpretation for our surveillance task and
from which we easily get the components of the CMDP.
We define the state space to be S B GΣ. Thereby, let Σ

be the finite set of all sectors of the property. Further, we
assume that threat is measured as a threat level contained
in the finite set G B {0, 1, . . . , gmax}, where gmax ∈ N and
gmax ≥ 1. Since Σ and G are finite, S is finite, too. By
definition, a state s ∈ S assigns a threat level to each sector
of the property. Here, s(σ) denotes the threat level of sector
σ. In this manner, a state is a risk map, where the current
risk of a sector is just the corresponding component of the
state.

To model the state transitions of S close to a realistic
surveillance scenario, we do not only model the set of sec-
tors but also the threat dependencies between sectors, like
they appear for example when sectors are close-by to each
other or because of other structural circumstances. In this
case, ‘dependency’ means that if threat increases in σ, then
threat will increase in σ∗, too. We therefore introduce a de-
pendency matrix N, where N is a Σ × Σ-matrix with entry
N(σ,σ∗) = 1 if σ∗ is dependent on σ, and N(σ,σ∗) = 0
if σ∗ is not dependent on σ. Note, that the dependencies
given in N do not need to be symmetric, for example a sec-
tor which is essential for electric power supply can affect
far-off sectors without being dependent vice versa. For def-
initeness, define N(σ,σ) = 0 (σ ∈ Σ). Thus, the objects Σ

and N are the structural components of the model.
To give a meaningful interpretation of the threat levels

in G we introduce sets of events symbolized by E(σ) that
model external threat for all sectors σ ∈ Σ. They increase
or decrease threat in a certain sector at the time they occur
and thus influence the subsequent state. For each σ ∈ Σ

let E(σ) be a non-empty finite set of threat events in σ.
For consistency let E(σ) ∩ E(σ∗) = ∅, σ , σ∗, such that
from e ∈

⋃
σ∈Σ E(σ) C E the related sector, in which e

can occur, is known. We assume that all threat events are
independent.

Let g ∈ G be the current threat level in sector σ. Threat

event e ∈ E(σ) occurs after an exponentially distributed
time with rate λe(g) which affects the components λ and
p of the CMDP definition. Furthermore, its occurrence
causes the following changes of the sectors’ threat levels:
threat level change in σ is given by a deterministic function
ψe : G → G and changes to ψe(g). For any dependent sec-
tor σ∗ with N(σ,σ∗) = 1 and threat level g∗, the threat level
changes to ϕe(g∗), where ϕe : G → G is another determin-
istic function. Otherwise, i. e. N(σ,σ∗) = 0, the threat level
remains unchanged. These functions influence the compo-
nent p of the CMDP definition as it will be shown below.
Additionally, when e occurs, the decision maker has to pay
a cost Ce ≥ 0.

To perform his task of returning the property into a safe
state, a decision maker can choose between certain actions.
Let A0 B {0, 1, 2} be the set of elementary actions the de-
cision maker can assign to each of the sectors. These el-
ementary actions have the following interpretations: ele-
mentary action 0 means ‘Do nothing’, elementary action
1 means ‘Analyse sensor’ and elementary action 2 means
‘Send guard’. Thus, the action space is A B AΣ

0 . This
means, that the decision maker has to assign one elemen-
tary action to each sector. Note, that the elementary action
‘Do nothing’ is an action only in a formal sense. It can
be assigned to any sector, meaning that the decision maker
does not have necessarily to take physical action in the sec-
tors.

Let the restriction set be D B S × A. This means
that there is a supply of guards and analysers that covers
all demands at any time. The elementary actions 1 and
2 are assigned with specific durations 1/λ1(σ) > 0 and
1/λ2(σ) > 0 respectively, depending on the sector σ ∈ Σ

where the elementary action is taken. To fit into the CMDP
frame, these times have to be exponentially distributed ran-
dom times with rates λ1(σ) and λ2(σ), since the expecta-
tion of an exponentially distributed random variable with
rate ν > 0 is just 1/ν. It is assumed that elementary action
0 requires infinite time such that elementary 0 will never
be accomplished. According to λe, e ∈ E, the parameters
λ1(σ), λ2(σ), σ ∈ Σ, are used to determine λ and p of the
CMDP.

To entirely determine the transition probabilities p we
introduce further parameters. For elementary action 1, i. e.
‘Analyse sensor’, σ ∈ Σ and g ∈ G let ψσg

1 be a proba-
bility mass function on G. So, for g, g′ ∈ G the number
ψ
σg
1 (g′) is the probability, that after analysis of the sensor

data of sector σ with threat level g the analyser asserts that
the sector’s threat level has to be g′. In the following, the
ψ
σg
1 (g′) are called analysis probabilities. After completing

elementary action 1 in sector σ and identifying s′(σ) as
subsequent threat level, the subsequent threat levels of the
other sectors σ∗ , σ are given by

s′(σ∗) = min
{

gmax,max
{

0, s(σ∗)

+ N(σ,σ∗)
[

s′(σ) − s(σ)
2

]}}
,

(1)
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where for x ∈ R [x] denotes the greatest integer not greater
than x. In equation (1), min and max composition assures,
that the new threat level of σ∗ lies in G. Equation (1) takes
into account, that after investigation of a sector there is
some information about its dependent sectors, too. Their
threat levels increase or decrease approximately half of the
threat level change of σ itself. Since N(σ,σ∗) = 0 for any
sector σ∗ which is not dependent on σ, the threat level does
not change in σ∗.

When elementary action 2 is completed in a certain sec-
tor, the threat level of this sector will be set to 0, since the
guards are assumed to work perfectly. This assumption is
formally expressed as

ψ2(g) = 0, g ∈ G.

Similarly to elementary action 1, the guard has some in-
fluence on the dependent sectors. This is expressed by a
function ϕ2 : G → G which gives the subsequent threat
levels of the depending sectors after elementary action 2
has ended. If the current threat level of a dependent sector
is g, the subsequent threat level will be ϕ2(g), as soon as
the guard finishes his job.

The cost rates of elementary actions 1 and 2 are c1, c2 ≥

0 respectively. So, for example if sensor analysis takes du-
ration T , the operator will have to pay c1 T . In addition to
the cost rates for the elementary actions, there is another
parameter set, that influences the action costs, such that
they depend on the current state, too. So far, the costs of
an action just depend on the action itself. Since we need
some more notation for the remaining cost parameters, we
describe the dynamics of the model at first.

For an arbitrary state s ∈ S and an arbitrary action
a ∈ A, the mechanism of the model works as follows.
Suppose, state s = (s(σ))σ∈Σ ∈ S is given and the de-
cision maker chooses action a = (a(σ))σ∈Σ ∈ A. For
each σ ∈ Σ, define the independent random variables
X(s,a)

e ∼ Exp(λe(s(σ))), e ∈ E(σ), and X(s,a)
σ ∼ Exp(λa(σ))

with λ0 B 0 and Exp(0) B δ∞, with δ∞ the Dirac mea-
sure in ∞. These random variables give the duration,
until a threat event occurs or until an elementary action
is accomplished respectively. Then, the time until the
first of these events occurs, which is given by Xs,a B

min
{
mine∈E

{
X(s,a)

e

}
,minσ∈Σ

{
X(s,a)
σ

}}
, is exponentially dis-

tributed with rate
∑
σ∈Σ

(∑
e∈E(σ) λe(s(σ)) + λa(σ)(σ)

)
C

λ(s, a). After time Xs,a, the system jumps to a new state ac-
cording to the causing event, i. e. the one which attains the
minimum. The decision maker now has to choose a new
action. The probability that a threat event e ∈ E(σ) occurs
before anything else happens is λe(s(σ))/λ(s, a). The prob-
ability that the elementary action a(σ) in σ is completed
before anything else happens is λa(σ)(σ)/λ(s, a).

In a certain threat situation s ∈ S and a chosen action
a ∈ A, the mentioned mechanism can be seen as a race
between the threat events and the elementary actions. In an
informal way, the actions have to be chosen appropriately,
such that the property is very likely switched over to a safe

state.
Considering the CMDP components once more, we es-

tablished the rates λ(s, a) as the rates of the random vari-
ables Xs,a. To establish the transition probabilities, we have
to take into account that the only way for a state change is
the occurrence of a threat event or the finishing of an el-
ementary action. A subsequent state is reached with the
transition probabilities pa

ss′ , (s, a) ∈ D, s′ ∈ S :

pa
ss′ =

1
λ(s, a)

∑
σ∈Σ

 ∑
e∈E(σ)

λe(σ) · 1
(
s′(σ) = ψe(s(σ))

and s′(σ∗) = N(σ,σ∗)ϕe(s(σ∗))

+(1 − N(σ,σ∗)) s(σ∗), σ∗ , σ
)

+ λ1(σ)ψσs(σ)
1 (s′(σ)) · 1

(
a(σ) = 1 and s′(σ∗) =

min
{

gmax,max
{

0,

s(σ∗) + N(σ,σ∗)
[

s′(σ) − s(σ)
2

]}}
, σ∗ , σ

)
+ λ2(σ) · 1

(
a(σ) = 2, s′(σ) = ψ2(s(σ)) and s′(σ∗)

= N(σ,σ∗)ϕ2(s(σ∗))

+(1 − N(σ,σ∗)) s(σ∗), σ∗ , σ
)  .

(2)

The function 1(S) equals 1 if the statement S is true, oth-
erwise, it equals 0. From equation (2) can be seen how the
model parameters are used. Thus, pa

ss′ is the sum of the
probabilities of threat events, which lead from s to s′, and
of the probabilities of completing the elementary actions
out of a, which lead to s′. The indicators 1 in (2) check, if
s′ is reachable from s with the appropriate threat events or
elementary actions.

Up to this point, the cost components of the CMDP
have still to be declared. With the previous specifications,
now the state-dependent part of the action costs can be de-
scribed. For this purpose, let γ(σ, g) ∈ [0, 1], σ ∈ Σ, g ∈ G,
be the probability of finding a dangerous object in sector σ
when taking elementary actions 1 or 2, while σ has threat
level g. Further, let Cσ be the expected costs for removing
such an object from sector σ. So, the costs for completing
elementary action a(σ) ∈ {1, 2} in sector σ are given by
γ(σ, g) Cσ λa(σ)(σ)/λ(s, a), because λa(σ)(σ)/λ(s, a) is just
the probability, that elementary action a(σ) is responsible
for the state change.

Now, we are able to compute the expected discounted
costs from 0 until Xs,a with a chosen discount factor α > 0.
These so called one-step costs are given by

r(s, a) = E

∑
σ∈Σ

∫ Xs,a

0

(
δ1a(σ) c1 + δ2a(σ) c2

)
e−α t dt


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+ E

∑
σ∈Σ

e−α Xs,aη0a(σ)
λa(σ)(σ)
λ(s, a)

γ(σ, s(σ)) Cσ


+ E

∑
σ∈Σ

∑
e∈E(σ)

e−α Xs,a
λe(s(σ))
λ(s, a)

Ce


=

1
λ(s, a) + α

∑
σ∈Σ

δ1a(σ) c1 + δ2a(σ) c2

+ η0a(σ) λa(σ)(σ) γ(σ, s(σ)) Cσ +
∑

e∈E(σ)

λe(s(σ)) Ce

 .
(3)

In formula (3), δ denotes the Kronecker delta, which is de-
fined as δxy = 1, if x = y, and δxy = 0, otherwise, x, y ∈ M,
where M is an arbitrary set, and ηxy B 1 − δxy.

Each time a threat event has occurred or an elementary
action is finished, all elementary actions, which are not
yet completed, are stopped, and the decision maker has to
choose a new action. Because of the memory-lack prop-
erty of the exponential distribution setting up a just stopped
elementary action can be interpreted as to keep it going
on. So, set-up costs for elementary actions make no sense,
since the decision maker would have to pay it each time he
would start this action, even if he just continued this ele-
mentary action. Thus, define K(s, a) B 0 ((s, a) ∈ D).

Since there are no set-up costs, the cost rates are given
by R(s, a) B (λ(s, a) + α) r(s, a) for (s, a) ∈ D, which is
the sum in equation (3). The cost rates are the costs given
by the cost rates of the elementary actions, the costs of the
discovery of dangerous objects, and by the rates of the oc-
currence of a threat event or a completed elementary action
together with their corresponding costs.

Now having specified all components of a CMDP, we
can use the known theory of CMDP. We can look for a pol-
icy, such that the expected discounted costs are minimal.
There are several methods to solve this problem, like value
iteration and linear programming. It is known that for the
expected discounted cost criterion, there exists a decision
rule f ∗ : S → A, which gives the optimal action for a
given state, such that the expected discounted costs using
f ∗ at each decision point are optimal, see [Ber01], pp. 258–
261, or [Put05], Theorem 11.3.2. Thus, an action plan can
be computed from the model which contains the optimal
actions for all states.

2.2 Variants of the Model

Since in many surveillance tasks the number of the person-
nel is fixed, there are constraints to the actions. Let nP ≤ |Σ|

be the number of the personnel which is trained in sensor
analysis and inspection. Here, |Σ| denotes the number of
sectors of the property. So, the restriction set is chosen to
be D =

{
(s, a) ∈ S × A :

∑
σ∈Σ

(
δ1a(σ) + δ2a(σ)

)
≤ nP

}
. In

this case, only the salaried personnel is available to survey
the property. The costs c1 and c2 should be set to 0, since
the costs for the actions are fixed by the salary per time

unit, which shall be denoted by cP ≥ 0. When compar-
ing the optimal expected discounted costs of the original
model and the variant, the known discounted costs of the
personnel nP cP/α must be added to the costs of the variant
model.

The variant could be used, for instance, to optimize the
number of the personnel. This can be done by solving
problems corresponding to 1, 2, . . . , |Σ| employees. Then,
choose the number of employees resulting in minimal
costs.

Alternative variants could be thought of, for example,
restrictions on the number of analysis actions due to a lack
of surveillance monitors. In this case, the CMDP compo-
nents are determined as described in subsection 2.1, despite
restriction set D which has to be declared appropriately.

2.3 Remarks on the Model

Some problems arise from the model which make the com-
putation of an optimal policy a hard task. This is due to the
so called ‘curse of dimensionality’. As the property is get-
ting bigger, the number of states and actions in our model
is getting bigger in an exponential relationship. More pre-
cisely, it holds |S | = |G||Σ| and |A| = 3|Σ|. For example, if
gmax = 4 and |Σ| = 4, the number of states of the model
is 54 = 625 and the number of actions is 34 = 81. If we
increase |Σ| to more realistic 10, then the number of states
will be 510 ≈ 107 and the number of actions 310 ≈ 6 · 104.
With growing number of sectors, there are three problems.
First, the number of model parameters, which have to be
determined, increases. Second, the number of parame-
ters of the CMDP, which have to be computed, increases.
Third, the solving methods, such as linear programming,
need more memory and more time.

It is crucial that in a CMDP there is an optimal policy,
which is a decision rule, such that the optimal action de-
pends on the current state only. This is because all compo-
nents of the CMDP just depend on the current state and the
current action. In our model, optimal decisions are made
only because of the current threat levels in the sectors. No
other information influences the decisions. Even if the de-
cision maker knows more about the specific threat than
what is modelled, the precise information will be irrelevant
for the decision making process of the system. With some
modification of a given model this problem can be circum-
vented which will be presented in the next paragraph.

Another point is, how to interpret a threat level. In the
model, a threat level is defined by the rates of certain threat
events in a certain sector. In addition, a threat level also
contains information about the existence of a dangerous
object. So, the model is working on an aggregation of dif-
ferent threat types and it does not include the exact situa-
tion. One possibility to deal with the aggregation of several
threat types is to define a new sector for each threat type.
These sectors are threatened by one specific threat only. In
this way, physical sectors of the property are split up into
several sectors, which represent specific threats. Splitting
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up sectors, again, highly increases the dimensionality of
the model. Of course, it is possible to define threat event
sets and the rates of the threat events for each sector in
another way. In so doing, each sector has its own interpre-
tation of the threat levels. Further, the model includes the
uncertainty of the decision maker which is modelled by the
analysis probabilities ψσg

1 .
The discount factor α determines how strong the future

affects the optimal decision. For α � 0, the future does
not play an important role and the optimal action will be
chosen very myopic. Whereas in the case of for example
α = 0.001, the future states of the system become very
important, and the optimal action is chosen with a long-run
view on the system.

3 Numerical Example

In the first subsection, a numerical example is introduced,
which models the threat situation of a simplified airport.
The example is set up along the lines of subsection 2.1.
In the second subsection, there will be a discussion of the
resulting expected discounted cost-optimal policy.

3.1 Definition of the Numerical Example

Since we do not have real data, we estimated the data some-
what arbitrary. Assume, our task is to survey an airport,
which has the four sectors ‘Technical Sector’ (TS), ‘Ter-
minal’ (T), ‘Outskirt Area’ (OA) and ‘Fence’ (F), such that
Σ = {TS,T,OA,F}. Their dependencies are given by

TS T OA F

N =


0 1 1 0
1 0 1 0
0 1 0 0
0 0 1 0


TS
T

OA
F

,

as shown in Figure 2. We define five threat levels by
G = {0, 1, . . . , 4}. With this definition, it is possible to
distinguish between several threat levels leading from ‘Ev-
erything is OK’ to ‘Urgent threat’. The state space is
S = {(gTS, gT, gOA, gF) : gσ ∈ G (σ ∈ Σ)}.

We assume that for each sector, there is exactly one cam-
era, which has full insight to the sector and which records
the situation of the sector continuously. The recordings are
stored long enough to always allow the analyser to deter-
mine the current threat level. Additionally, we assume that
in each sector, there is exactly one sensor, which sets off a
signal automatically when detecting a threat situation. The
types of the sensors are not specified further.

In this example, there are three threat events for each
sector. The first one is the destruction of a sector, denoted
by eσ1 , σ ∈ Σ. The second one is, that an alarm is set off,
denoted by eσ2 , σ ∈ Σ. The third one is, that after a cer-
tain random time nothing has happened at all, denoted by
eσ3 , σ ∈ Σ. The last threat event is a virtual event, which is

T e r m i n a l

T e c h n i c a l
S e c t o r

O u t s k i r t  A r e a

F e n c e

Figure 2: The airport with four sectors from the numerical
example, with an arrow leading from one sector
to another indicating that the latter is dependent
from the first.

threat level g
0 1 2 3 4

λeTB
1

(g) 1/8760 1/168 1/24 1 2
λeTB

2
(g) 1/4380 1/84 1/12 2 4

λeTB
3

(g) 1 1 1 1 1
λeT

1
(g) 1/8760 1/168 1/24 1 2

λeT
2
(g) 1/4380 1/84 1/12 2 4

λeT
3
(g) 1 1 1 1 1

λeA
1
(g) 1/8760 1/168 1/24 1 2

λeA
2
(g) 1/4380 1/84 1/12 2 4

λeA
3
(g) 1 1 1 1 1

λeZ
1
(g) 1/8760 1/168 1/24 1 2

λeZ
2
(g) 1/4380 1/84 1/12 2 4

λeZ
3
(g) 1 1 1 1 1

Table 1: The rates of the threat events for the numerical
example.

given by a random generator, that is linked to the surveil-
lance system. The virtual event represents the risk assess-
ment of a sector when there is no new information about
the sector during a period of time. So, the sets of threat
events are

E(TS) =
{
eTS

1 , eTS
2 , eTS

3

}
,

E(T) =
{
eT

1 , e
T
2 , e

T
3

}
,

E(OA) =
{
eOA

1 , eOA
2 , eOA

3

}
,

E(F) =
{
eF

1 , e
F
2 , e

F
3

}
.

The rates of the threat events are shown in Table 1. In the
lowest threat level 0, destruction of a sector is assumed to
happen in the mean once a year, and in the highest level
4, destruction is assumed to happen in the mean twice per
hour. In every threat level, an alarm occurs in the mean
twice as much as a destruction. So, an alarm occurs sig-
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3.1 Definition of the Numerical Example

nificantly more frequently than an urgent threat causing a
destruction, since there are probably false alarms. The rate
of the virtual event is 1 per hour for all threat levels.

When a sector is destructed, it is assumed to be rebuilt
in no time at the costs of this sector. After that, the sector
is left with threat level 0. When an alarm is set off, the
threat level increases by 2. When nothing has happened, in
current threat levels 0 and 1 the threat level is set to 1. This
stands for a relatively conservative risk assessment. If the
threat level is 2, 3 or 4, it will decrease by 1. This defini-
tion represents the assumption that a threat, for example a
terroristic attack, would occur shortly after an alarm. So,
repeated occurrence of the virtual threat event in all sec-
tors will put the system to the threshold state (1, 1, 1, 1).
Formally, this means for g ∈ G

ψeTS
1

(g) = ψeT
1
(g) = ψeOA

1
(g) = ψeF

1
(g) = 0,

ψeTS
2

(g) = ψeT
2
(g) = ψeOA

2
(g) = ψeF

2
(g) = min{g + 2, 4},

ψeTS
3

(g) = ψeT
3
(g) = ψeOA

3
(g) = ψeF

3
(g)

=

{
1, if g = 0, 1
g − 1, else .

For the dependent sectors, the transition functions of the
threat events are defined as follows. If a sector is destroyed,
all dependent sectors will be left with the highest threat
level 4. When an alarm is set off, the threat level of de-
pendent sectors increases by 1. So, an alarm in a sector
will cause a ‘little’ alarm in the dependent sectors. If there
is a threat level change because of the virtual event, there
will be no change of the threat level in dependent sectors.
Formally, this means for g ∈ G

ϕeTS
1

(g) = ϕeT
1
(g) = ϕeOA

1
(g) = ϕeF

1
(g) = 4,

ϕeTS
2

(g) = ϕeT
2
(g) = ϕeOA

2
(g) = ϕeF

2
(g) = min{4, g + 1},

ϕeTS
3

(g) = ϕeT
3
(g) = ϕeOA

3
(g) = ϕeF

3
(g) = g.

The elementary actions A0 remain as defined in the
model description in subsection 2.1, with the exception that
elementary action 1 now means ‘Analyse camera record-
ing’. The action space is given by A = AΣ

0 . The re-
striction set is D = S × A, meaning that the decision
maker can choose any elementary action for any sector.
The action rates are chosen as λ1(σ) = 60 (σ ∈ Σ) and
λ2(σ) = 1 (σ ∈ Σ), is interpreted as follows. Let the time
unit be 1 hour. Then, analysis of one camera recording
requires 1 minute in the mean and inspection of a sector
requires 1 hour in the mean.

For elementary action 1, the analysis probabilities are
assumed to be the same for all sectors, which means ψσg

1 =

ψ
g
1 (σ ∈ Σ, g ∈ G), see Table 2. It was taken care, that it

is very likely to end up in neighbouring threat levels. The
table reads as follows: the probability, that in current threat
level g the threat level will change to g′, is given in the cell
of the g-th row and the g′-th column. For instance, starting
in threat level 4, the analyser will find the subsequent threat
level to be 2 with probability 0.3. Recall, that if there is an

g′

0 1 2 3 4

g

0 0.5 0.3 0.1 0.1 0.0
1 0.4 0.1 0.3 0.1 0.1
2 0.3 0.2 0.2 0.2 0.1
3 0.1 0.3 0.2 0.1 0.3
4 0.0 0.1 0.3 0.2 0.4

Table 2: The analysis probabilities ψg
1, g ∈ G, for the nu-

merical example.

analysis done in a certain sector, the change of the threat
levels of the other sectors is given by equation (1), when
elementary action 1 is completed.

After elementary action 2 is accomplished in sector σ,
the new threat level of σ is 0, which is a general assump-
tion of the model. Further, we assume that the threat level
of dependent sectors decreases by 1. So, the guard does
not only clear the situation in σ, but his presence also influ-
ences dependent sectors by the function ϕ2 given for g ∈ G
by

ϕ2(g) = max{0, g − 1}.

To finish the description of the example, it remains to
define the costs and associated parameters. In detail, the
threat event costs are

CeTS
1

= 1,000,000, CeT
1

= 10,000,000,

CeOA
1

= 5,000,000, CeF
1

= 100,000,

CeTS
2

= CeT
2

= CeOA
2

= CeF
2

= CeTS
3

= CeT
3

= CeOA
3

= CeF
3

= 0.

The only threat events, which lead to costs are those of
type ‘destruction’. There are no costs neither for the alarm
nor for the virtual alarm. The cost rates of the elementary
actions are

c1 = 100, c2 = 100.

The costs of removing dangerous objects are

CTS = 50,000, CT = 100,000, COA = 50,000,
CF = 10,000,

while the probabilities of discovering dangerous objects
are

γ(TS, 0) = γ(T, 0) = γ(OA, 0) = γ(F, 0) = 0.001,
γ(TS, 1) = γ(T, 1) = γ(OA, 1) = γ(F, 1) = 0.005,
γ(TS, 2) = γ(T, 2) = γ(OA, 2) = γ(F, 2) = 0.01,
γ(TS, 3) = γ(T, 3) = γ(OA, 3) = γ(F, 3) = 0.1,
γ(TS, 4) = γ(T, 4) = γ(OA, 4) = γ(F, 4) = 0.5.

The discount factor is set to

α = 0.001.
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Following the remarks of the model in subsection 2.3,
the interpretation for example of threat level 2 is the follow-
ing: with rate 1/24 per hour the sector will be destroyed,
with rate 1/12 per hour the sensor sets off an alarm, and
with rate 1 per hour the system’s virtual event will occur,
see Table 1; the probability of finding a dangerous object
is 0.01. Additionally, a state gets some uncertainty in the
sense, that analysing camera recordings would yield a dif-
ferent threat level according to the analysis probabilities
given in Table 2.

3.2 Results and Discussion

The expected discounted cost-optimal policy for the nu-
merical example is given in Figure 3. There are four sub-
figures, one for each sector, indicating its optimal elemen-
tary actions. Each dot stands for a state of the system. As-
sume, we want to know the optimal action for the state
s = (1, 3, 4, 0). First, we have to find the corresponding dot
in every subfigure. Since s(TS) = 1, we have to look at
the second grouped column from the left. Since s(T) = 3,
the wanted state can be found in the fourth grouped row
from below. Since s(OA) = 4, it must be in the fifth row
of that row group. And finally, since s(F) = 0, the state is
found in the first column of the first grouped row. So, state
(1, 3, 4, 0) matches the sixth dot from the left in the 20th
row from below. In all subfigures, the corresponding dot is
yellow.

The elementary actions are encoded by the colours of
the dots and have the following meanings. A green dot
corresponds to elementary action 1 and thus denotes, that
it is optimal to do nothing in the specific sector. A yellow
dot corresponds to elementary action 2 and denotes, that it
is optimal to analyse the camera recordings of the specific
sector. Finally, a red dot corresponds to elementary action
2 and denotes, that it is optimal to send a guard to the sec-
tor. Thus, for the state (1, 3, 4, 0) the action (1, 1, 1, 1) is
optimal, which corresponds to the analysis of the camera
recordings of all sectors.

Even in this little example, the optimal policy is not ob-
vious and has little structure. For example, watch the opti-
mal elementary actions for sector F, which look rather arbi-
trary, which they are not, since they minimize the costs of
the model. Especially, there is no scheme like ‘monotonic-
ity’ in the optimal policy. In state (2, 3, 0, 0), it is optimal to
analyse the camera recordings of F. In state (2, 3, 0, 1), it is
optimal to send the guards to F. Whereas in state (2, 3, 0, 2),
it is optimal to analyse the recordings of F, again. The op-
timal elementary actions of the other sectors do not change
along the considered states. Although in the considered
states, only the threat level of F increases and the elemen-
tary actions of the other sectors remain the same: at first,
it is optimal to analyse, then send guards, and then anal-
yse again, while one could have expected, that it could not
be optimal to analyse the camera recordings again in state
(2, 3, 0, 2). This is due to the definitions of the example and
the complex behaviour of the resulting CMDP. For sector

F, it can be optimal to send a guard even in threat level 4.
Probably, this is because F is rather cheap in contrast to
the other sectors, and that there is a chance to finish first,
which would decrease the threat levels of OA, since OA is
dependent of F.

It is remarkable, that it will be optimal to analyse the
camera recordings in the sectors TS, T and OA, if the threat
level is 3 or 4. This may be caused by the rate of elementary
action 1 which is of higher magnitude than the rates of the
threat events. Therefore, it is very likely, that the sensor
analysis will cause the next state change, which will lead
to a lower subsequent threat level with high probability.
By contrast, the rate of elementary action 2 has the same
magnitude. So, it is much more likely, that the threat event
‘destruction’ occurs at high costs.

4 Conclusion and Outlook

The aim of our investigation is to contribute to threat pre-
vention in large, closed properties by assisting the security
staff in their surveillance task. A decision support system
should help to identify the current threat situation and sug-
gest how to best deal with the current threats. For that pur-
pose, the decision support system requires a description of
the property’s threat situation. As a solution, a CMDP-
model for surveillance applications for closed properties
has been introduced. It is based upon a concept of threat
events, which can occur randomly in the sectors of the
property. The model defines a risk assessment for the prop-
erty as well as admissible actions to deal with the threat.
From the model, the optimal policy, the core of the decision
support system, can be derived. Additionally, a numeri-
cal example has been given for a simplified airport. Since
the expected discounted cost-optimal policy has no sim-
ple structure, it could hardly be predicted by the decision
maker himself. Thus, it is beneficial to base the decision
support system upon the introduced model.

The model described in this article suffers from the curse
of dimensionality. With an increasing number of sectors, it
will be more challenging to determine the optimal policy
for realistic-sized properties exactly. So, heuristics or ap-
proximations must be developed to find some sub-optimal
policies as well as estimations for the quality of such sub-
optimal policies.
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Figure 3: The expected discounted cost-optimal policy for the numerical example. The squares mark the state (1, 3, 4, 0),
used in subsection 3.2 to explain how to read the representation of the optimal policy.
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